The Ethical Force Program is a collaborative effort to create performance measures for ethics in health care. This report lays out areas of consensus that may be amenable to performance measurement on protecting the privacy, confidentiality and security of identifiable health information.
comes, and allow for better protection of public health and safety. 3±7 Indeed, some computerized medical information systems have been shown to reduce mistakes, lower costs, and improve quality of care. 5, 8 At the same time, however, justifiable concerns have been raised regarding the confidentiality of sensitive medical information, 9±14 leading the National Committee on Vital and Health Statistics to declare in 1997 that``the United States is in the midst of a health privacy crisis.'' 10 Although Bukovich et al. recently documented some widely accepted basic norms regarding privacy protection in health care, 15 other research suggests that few uniform standards and practices are now in place. 16, 17 Concerns about privacy and confidentiality in medicine are well founded in part because health information privacy norms appear inconsistent at best. 18±20 Numerous anecdotes and some data support that some employers use health care information to make employment-related decisions. 20±23 Individually identifiable health information has been released to the public and sold or traded to others, without patient consent, for purposes such as direct marketing campaigns, and by accident or malice. 3,21,23±25 In addition, the protection of patient confidentiality is taking on increased urgency with the advent of electronic communications and record-keeping, especially the use of the Internet. 14, 26 The desirability and feasibility of developing large data systems to improve research, monitoring, and quality increases the demand for strong privacy protections so that appropriate projects can move forward safely. 27 Also, while electronic systems provide some opportunities to protect sensitive informationÐ through such mechanisms as user authentication, encryption technologies, and audit trails 28±30 Ðcomputerization may also allow quiet and rapid breaches of confidentiality, potentially on massive scales, which further increases the importance of implementing strong protections. 21,28,31±37 In response to these concerns, many individuals and groupsÐespecially medical researchers, public health officials, and health care delivery organizationsÐcounter that overzealous or misdirected privacy protections could thwart efforts to use information to improve patient care and public health. They note that the vast majority of patients, when they are asked, agree to let their records be used for`l egitimate'' purposes, such as biomedical research approved by an Institutional Review Board (IRB). 38 Similarly, the use of identifiable health information to protect the public, such as public health reporting requirements for communicable diseases, is well accepted. 23, 39 In addition, the cost of implementing some privacy protections has come under criticism, 40, 41 as has their potential impact on employer-sponsored disease management programs, 42 patients' family members, 43 and medical research. 38, 44 Fortunately, in the midst of these conflicting concerns, areas of agreement exist. For example, it is generally agreed that health care is improved when patients are willing to confide sensitive personal information to their caregivers and that patients who doubt the security and confidentiality of their information may not tell practitioners all they need to know to make appropriate treatment recommendations.
3,15,45±47 Thus, individuals who are worried about confidentiality may refuse potentially beneficial testing or treatment; they may ask practitioners to keep separate records or not to report certain data; or they may even avoid care entirely. 3, 19, 48, 49 Each of these``privacy protective'' responses can seriously impair health care delivery. Another area of agreementÐbeyond the practical benefit that confidentiality may increase individuals' willingness to disclose useful information to health care practitionersÐis that certain widely shared norms argue for protecting sensitive health information. 50±52 Respecting fairness means that, among other things, individuals should be given the information necessary to make important decisions. Thus, individuals must know the uses to which their health records will be put and how they will be protected from further disclosure, before it is fair to ask them to decide whether to confide health information to others. In this project, the E Force program rigorously explored these areas of agreement to create some specific and measurable shared expectations for the protection of individually identifiable patient information throughout the health care system.
METHODS
Creation and validation of performance measures for ethics can be achieved using a stepwise approach. 2 Large domains of ethics may be broken down into relevant content areas. 53 Then each content area can be delineated in terms of specific expectations for each of the parties to health care delivery. Finally, performance measures based on these expectations can be created and tested for their reliability, validity, and feasibility of implementation. Hence, testing in this stepwise approach occurs in two phases. First, the content areas and specific expectations must be assessed for their content validity, i.e., according to the relevant experts, are all areas covered that should be and none included that should not be? 54, 55 Second, the performance measures themselves must be created and field-tested to determine their criterion and construct validity as well as their reliability and feasibility for use. 55 Steps in the Consensus Process pertains to information about one's health status or history. When an individual directly or indirectly discloses private information to another, the recipient of the information should hold it in``trust.'' In this report, aǹ`i nformation trustee'' is any person or organization entrusted with identifiable health care information. Such information requires protection to prevent its further dissemination or use against the wishes of the information source and this protection is the condition, or promise, of confidentiality. 50 Confidentiality is thus a condition that is established to protect privacy.``Confidentiality safeguards'' consist of the policies and procedures that control the sharing and release of information that has been entrusted to another party by an information source. 7, 57 Finally,``security'' encompasses the set of technical and administrative procedures and policies that protect confidential information from loss or unauthorized disclosure, access, destruction, alteration, or use. Security measures are applied to the people, information, and technologies that collect, store, and use information; they are tools used to implement the promised condition of confidentiality.
Consensus Development. In June 1999, after completing a literature review, the EAP reported to the oversight body that the ethical domain of health care informational privacy should be broken down into 8 content areas, and it suggested a large number of potentially measurable expectations to consider for each content area. The oversight body reviewed, and suggested revisions to, the content areas and expectations. A revised set of expectations was then circulated to the EAP and the oversight body; each member graded each expectation from 1 to 10 in 3 areas, addressing the importance and universal applicability of the expectation and the feasibility of meeting the expectation. Those that fell below a mean score of 7.5 on any single rating scale were reconsidered by the EAP and many were eliminated. This newly revised set of expectations was then sent to oversight body members for another set of grades on whether each was: (1) important, (2) universally applicable, (3) feasible to measure, and (4) realistic to implement. Oversight body members were free to engage colleagues at their home institutions when assigning grades. Expectations that did not rate a mean score greater than 7 on all 4 scales were reconsidered at an oversight body meeting in January 2000, and several were combined, revised, or eliminated. In the end, expectations were retained only if the entire oversight body agreed that they should be used as potential subjects of performance measurement. Some were retained with recognition that they might be difficult to measure, because the only way to assess whether such difficulties will arise is to develop measures based on these expectations and then field-test the measures.
RESULTS

Sources of Norms for Health Information Protections
The EAP reviewed numerous documents that have described norms for privacy and confidentiality protections. One of the earliest and most influential documents was the 1973 report from the Department of Health, Education, and Welfare Secretary's Advisory Committee on Automated Personal Data Systems,``Records, Computers, and the Rights of Citizens.'' 60 This report stated that: (1) personal data record-keeping systems must not be secret; (2) individuals must be able to find out what information about them is in a record and how it is used; (3) individuals must be able to prevent information about them from being used without their consent; (4) individuals must be able to correct or amend their records; and (5) organizations creating and using record systems must assure their reliability and protect them from misuse. In 1974, the Privacy Act (5 U.S.C. x552a) was enacted. It is largely based upon the 5 norms set out in this 1973 report, which have become known as Fair Information Practices (FIP). 45 The FIP norms have been used by other countries to form the basis of their own data protection laws, 61, 62 including the Organization for Economic Cooperation and Development``Guidelines Governing the Protection of Privacy and Transborder Flows of Personal Data,'' which were issued in 1980 and adopted by the United States. 63 The norms in this document fall into 8 categories: collection limitation, data quality, purpose specification, use limitation, security safeguards, openness, individual participation, and accountability. More recently, the European Union (EU) Directive on the Protection of Personal Data went into effect in October 1998, which requires that non-EU countries have in place``adequate'' data protection mechanisms (again, based on the FIP) before receiving personal information from EU countries.
In the United States, the Health Insurance Portability and Accountability Act of 1996 (HIPAA) acknowledged the increasing computerization of medical information by codifying requirements for the electronic management of health information. 64, 65 In addition, HIPAA called on the Congress to pass legislation to protect individually identifiable health information. 31 In the 105th Congress, several legislative proposals were introduced in both the House and the Senate, but the legislative future of these various bills remains uncertain. In the absence of passed legislation, in November 1999, the Secretary of Health and Human Services provided a Notice of Proposed Rulemaking, which proposed rights that individuals should have with respect to their health information, procedures to exercise these rights, and authorized/required uses and disclosures of the information. 66 A revised version of these rules is to be released late in 2000. Private sector organizations have also been considering these issues, with resulting model legislation, organizational policy statements, and model policies and procedures. The Joint Commission on Accreditation of Healthcare Organizations and the National Committee for Quality Assurance in late 1998 released a joint publication, 67 and recommendations from this document are now making their way into accreditation standards. 68 The Model State Public
Health Privacy Project has created model state health privacy legislation. 69 The Health Privacy Project at Georgetown University is sponsoring several initiatives, including the Health Privacy Working Group whose report,``Best Principles for Health Privacy,'' was released in 1999 70 along with a``consumers' guide'' to protecting health privacy. 20 Professional associations are also concerned. The National Association of Insurance Commissioners adopted its Health Information Privacy Model Act in 1998. 71 The
American Medical Association House of Delegates has passed new privacy policies at each of its last 3 meetings. 72 
Content Areas and Associated Expectations for Privacy and Confidentiality Protections
Working from the above codes, principles, and research, E Force achieved consensus on the following expectations for the protection of health information privacy and confidentiality. Broken into 8 general content areas, each area is accompanied by a set of specific measurable expectations, shown in Tables 1 through 8 .
Content Area 1. Transparency. Health information trustees should make publicly available clear explanations of their policies, procedures, and practices regarding the collection, storage, and use of personally identifiable health information.
Patients and others need accurate information to make informed decisions about when, how often, how much and what types of identifiable health information to confide to others. Fears of misuse of sensitive health information rise when privacy policies are not known, potentially leading some patients to decline useful testing or treatment. Moreover, if informational privacy policies are open to scrutiny, then information trustees will carefully consider Health information trustees should make publicly available clear explanations of their policies, procedures, and practices regarding the collection, storage, and use of personally identifiable health information. Under what sorts of circumstances personally identifiable information might be used or accessed without the individual's consent for nontherapeutic purposes d) How the integrity and quality of the data will be ensured e) The procedures through which individuals may obtain access to their own identifiable health information f ) The procedures through which individuals may suggest amendments to be appended to their record(s) g) Any rights of redress an individual has to address breaches of privacy, security, and confidentiality policies h) What/who is/are the organizational point(s) of contact for privacy, security, and confidentiality concerns i) In general, how long identifiable information will be held, including general descriptions of organizational policies on data destruction and deidentification 1.2 The information in 1.1 is periodically updated and redistributed. If significant changes occur in policies or procedures, especially any changes that could result in nonconsensual accessing, disclosure, or use of personally identifiable health information, relevant parties are notified of such a change.
what those policies should be. Thus, even if few individuals avail themselves of the opportunity to learn the details of an organization's policies and practices, their ability to do so can serve a useful purpose. The complexity of confidentiality protections in the evolving health care system demands that the process of transparency involve the ongoing and coordinated efforts of numerous health information trustees, including employer/ purchasers, health care delivery organizations, practitioners, and others. For example, purchasers such as employers might help health plans to explain and publicize that patients/beneficiaries have the right to access and copy their health care records (Table 1) .
Content Area 2. Consent. Whenever feasible, health information trustees should obtain valid informed consent from individuals for the collection, storage, or use of personally identifiable health information. If consent is not obtained, then a formal, authoritative, and publicly accountable process must be used to authorize a waiver of consent.
With an individual's valid informed consent, uses of identifiable health information are generally justifiable. Refusal of consent should be respected in the same way. In only 2 circumstances may consent be presumed. First, consent for use of information for the direct therapeutic benefit of a patient may be presumed when the patient presents for care. However, even then the patient may request constraints, and if this is not possible, then health information trustees should so inform the patient. Second, consent for use of information for payment purposes may also be presumed, but only when a patient presents to a plan for care or submits a bill for reimbursement. Figure 1 shows a series of considerations for any proposed use of health information that is not for payment or direct patient care. Most important is that whenever deidentification or informed consent is not obtained, then a formal, authoritative, and accountable committee should be charged with reviewing the situation and, if appropriate, authorizing a waiver of the personal informed consent requirement. For some research uses, including some health services research, an IRB already performs such a review. 81 For example, research that involves collecting and using data to assess patterns of care delivery often is reviewed by an IRB, in part to ensure that data are deidentified as soon as possible and to ensure anonymity in public reporting of results. For many other uses of identifiable data, including nongovernmentsponsored research, quality assurance and improvement projects, disease management programs, and some public health practices, IRB review is not common. For these, another formal review mechanism may need to be involved. In many organizations, an existing entity, such as a privacy board or a medical records committee, could serve this role. Where an existing and appropriate committee does not exist, organizations might create a Data Disclosure Board, 82 especially to review proposed uses of identifiable information where individual consent will not be obtained. Any reviewing committee that is authorized to waive personal informed consent requirements, whatever its name and composition, should undertake careful deliberations and be accountable for its decisions. Specific expectations such as reviewing data needs assessments and privacy impact assessments are listed in Table 2 . These documents should be created by the data requester and should answer questions such as the following: (1) Will the least intrusive means feasible be used to collect information? (2) Are all reasonable steps being taken to ensure that the least identifiable (i.e., the most difficult to link to an individual) information is used that is consistent with the stated purpose? (3) Might the potential or real vulnerability of patients be exploited in collecting or using the information? (4) Might patients' direct care be negatively affected? and (5) Is the most complete notice possible being made to the persons whose information is involved?
The E Force group recognizes that some small organizations and individual health information trustees may only infrequently use identifiable health information for other than routine therapeutic and quality assessment/quality improvement activities. Such entities might choose to: (1) group together with other organizations to create a review committee and provide peer oversight; (2) adopt standard practices and policies that are developed nationally, regionally, or by a health care delivery organization with which the organization contracts; and/or (3) avoid use of patientidentifiable information for nontherapeutic purposes unless personal informed consent is obtained. In addition, practices and projects that are ongoing and routine (such as the use of identifiable patient information during morbidity and mortality conferences) should not face repeated reviews over short periods of time. A reasonable approach would be to rescreen ongoing and routine practices on an annual or biannual basis. Finally, though current laws vary, 16 law enforcement access to personal health information should operate under the same principles as law enforcement access to other personal property and information. Access should generally require probable cause and a court order. In addition, when personally identifiable health information is required by a legal authority without seeking individual consent, a written notice should be given to the legal authority that: (1) notes the confidential nature of the data that is being disclosed; (2) requests disclosure of the least intrusive data possible; (3) requests that the legal authority adhere to standards in its storage, redisclosure, and use of the data; and (4) requests that the legal authority either return the data or destroy it when it is no longer necessary for the intended purpose.
Content Area 3. Collection Limitation. Health information trustees should limit collection of health information to that information required for current needs or reasonably projected future needs, which are made explicit at the time consent is obtained. Except where required by law, personally identifiable information to be used in undefined future circumstances should not be collected or stored without individual informed consent because this poses a risk to privacy for an uncertain benefit. In addition, individuals who are asked to provide information that appears to be irrelevant to stated purposes may develop concerns that the information is intended for unauthorized, unstated, or even hidden purposes.
To act on this norm, individuals charged with collecting, storing, and using identifiable health information should receive training on collection limitations (Table 3) .
Table 2. Consensus Expectations for the Content Area,``Consent''
Whenever feasible, health information trustees should obtain valid informed consent from individuals for the collection, storage, or use of personally identifiable health information. If consent is not obtained, then a formal, authoritative and publicly accountable process must be used to authorize a waiver of consent.
Valid informed consent 2.1 Valid informed consent for collection, storage, and use of identifiable health information includes disclosure of all necessary information that a reasonable person would use in making an informed decision, in a format that is readily understandable to the individual, and without coercion influencing choice. The information conveyed includes the information described in Expectation 1.1 (a-i) Process for waiver of informed consent 2.2 Valid informed consent to the collection, storage, or use of personally identifiable health information is required, unless its waiver has been justified and authorized by an explicit formal mechanism that is publicly accountable. 2.3 Health information trustees that collect, hold, disclose, access, or use personally identifiable health information without the valid informed consent of the subjects of the information (and not in the course of medical research reviewed by an Institutional Review Board or in the course of legal obligations) have in place a formal, authoritative, and publicly accountable process to address the necessity of doing so (such as a Data Disclosure Board). 2.4 Written records are kept of the proceedings and decisions from this process. Documentation of the process 2.5 The process includes the careful review of a Data Needs Assessment (DNA) document, submitted by the data requestor, for any nonconsensual use of personally identifiable health information. A written DNA addresses the legitimate need for information to be collected, stored, or used without valid consent. 2.6 The process includes the careful review of a written Privacy Impact Assessment (PIA) document, submitted by the data requestor, for any nonconsensual use of personally identifiable health information. A written PIA addresses the risks and benefits to patients, beneficiaries, employees, and other stakeholders of the proposed collection, storage, and use of identifiable information without valid consent. Opt-out provisions 2.7 Patients are allowed to deny the release of their identifiable health information outside the organization receiving the information, except as required by law or as approved through a formal authorization process that is publicly accountable. Health information trustees should limit collection of health information to that information required for current needs, or reasonably projected future needs, which are made explicit at the time consent is obtained.
All data collectors receive training in collection limitations,
including fair and lawful means to collect information and the rationales for limiting data collection. 3.2 The health information trustee has a written policy on health information retention and destruction that specifies whether and how identifiable health information that is not reasonably expected to be used for 1 or more defined purposes is to be discarded, deidentified, or archived.
This training should include the following: health information trustees should collect and maintain only identifiable health information that is necessary for patient care and other authorized purposes, and patients, when they go outside of a health plan and pay out of pocket for care, are entitled to not release this information to health plans or others except as required by law. Clinicians, when acting in their role as caregivers and patient advocates, should not be called upon to collect information that is not relevant, in the clinician's professional judgment, to the direct therapeutic or diagnostic benefit of the patient. Professional judgment is especially important when clinicians participate in public health activities that may only occasionally confer direct benefit to the individual patient, since appropriately authorized public health activities can form important and legitimate uses of identifiable information. The training should also cover specifically what information is considered to be``personally identifiable'' (see also Content Area 4).
Content Area 4. Security. Health information trustees should protect the identifiable health information in their care using reasonable security measures appropriate to the sensitivity of the information. A specific individual or group should be identified as being responsible for overall security mechanisms and processes. Individuals are reasonably entitled to demand stringent security measures for their personally identifiable health information, regardless of whether the information is used for direct patient care, payment, or other purposes.
Moreover, though the risks of unauthorized access, use or modification of data may be difficult to quantify, the potential harms can be grave. Effective security measures can reassure patients that their personal information will be safe. In particular, it is the responsibility of each information trustee, through its security officer or team, to determine and implement appropriate deidentification measures for data, which may vary according to the information, its use, and who is using it. Deidentification is complex, and one simple measure will not suffice for all potential uses of information. However, adequate deidentification is necessary for many reasons, such as allowing the use of aggregate data for quality assessment and improvement projects without imperiling individual privacy interests.
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Content Area 5. Individual Access. Individuals should be allowed access to view and amend or append information to their personally identifiable health information records.
Individuals retain legitimate interests in information that they have chosen to confide to others. For example, individuals should have a right to ensure that the recording of their information is accurate. Further, some health information derives from medical testing or other sources where the patient has less control over how much and what type of information is collected. Having access to and knowledge of this information may be vitally important to the patient's life plans and ability to make informed choices, including whether to consent to the release and use of these records. It is also important to know to whom Table 4 . Consensus Expectations for the Content Area,``Security'' Health information trustees should protect the identifiable health information in their care using reasonable security measures appropriate to the sensitivity of the information. A specific individual or group should be identified as being responsible for overall security mechanisms and processes.
Written policies 4.1 Health information trustees have written policies that delineate the security measures used to protect identifiable records from risks such as loss or unauthorized access, destruction, use, modification, or disclosure. Security of information stored and transmitted on paper 4.2 Health information trustees have physical security measures in place where paper records are used to ensure that: a) Areas where health information is stored physically (e.g., record rooms, file cabinets, etc.) are locked when not attended. b) There is a mechanism to sign out and track the whereabouts of physical records. c) A record is maintained to track instances where clinical records are copied and distributed. d) Identifiable health information is not visible in public areas. Security of information stored and transmitted electronically 4.3 Health information trustees have electronic security measures in place where electronic records are used, to ensure that: a) Identifiable data is encrypted for any external transfer over the Internet. b) Automated access controls and user profiles are in place in any computer or computer system storing identifiable medical information. c) User-friendly audit trails are in use and checked regularly or randomly. d) User authentication protections are in place (e.g., secret passwords or biometric identifiers). e) Identifiable health information visible on computer screens is not easily read by public passersby, and computer screens are disabled when the user leaves his/her computer terminal. Security officer or team 4.4 Organizations that are health information trustees designate 1 or more specific individuals to be accountable for overall security measures, regular review of security issues and updating of security protocols (e.g., a security officer or team). 4.5 The security officer, or other responsible party, does the following: a) Performs or supervises periodic audits of health information security procedures to detect and prevent breaches in security b) Defines and periodically updates mechanical and electronic deidentification procedures and oversees their use one has entrusted sensitive information. As far as it is feasible, health information trustees should allow individuals to know who has gained access to their personally identifiable information and for what purpose(s). Exceptions to patient access to their records may rarely occur due to legal requirements, as when information is held under court seal, when a confidential source of information exists, when the data contain information about other individuals (other than health professionals), or when minors or guardianships are involved. As a general rule, except in cases of endangerment, if information is being disclosed to a third party, then it should also be available to the subject of the information.``Professional privilege,'' withholding information because a professional believes that disclosure would be dangerous to the patient or others, is rarely necessary. Usually, temporizing measures, such as requesting that the patient wait a few days for a``cooling off'' period, are preferable to an invocation of professional privilege.
Content Area 6. Data Quality. Health information trustees should seek to ensure that the identifiable health information in their care is as accurate, complete, and upto-date as is required for the purposes for which it is collected and used.
Health care information must be accurate, timely, and complete to ensure its effectiveness. Inaccurate information, such as an incorrect diagnosis, can harm individuals in unpredictable and distressing ways. It might also impair health care delivery by inappropriately diverting resources away from important needs. For example, if a patient's need for an organ is exaggerated, another patient may unfairly be denied the organ.
Content Area 7. Information Use Limitation. Health information trustees should limit the disclosure and use of personally identifiable health information to those purposes that are made explicit at the time consent is obtained or are otherwise authorized through a formal, authoritative, and publicly accountable process.
Any use of health information to fulfill a purpose other than that for which consent was obtained is a breach of the individual's interest in maintaining their informational privacy, which jeopardizes both the individual's personal dignity and trust in the health information trustee. Any such breach must be justified through an accountable waiver of consent process as described above. The primary concerns of the items in Table 7 are to ensure that nonconsensual uses of identifiable health information are justified and limited such that they do not: (1) inhibit patients from confiding information necessary for their own therapeutic benefit; (2) exploit patient vulnerability; or (3) impede the collection, storage, or use of information for authorized purposes. Table 5 . Consensus Expectations for the Content Area,``Individual Access'' Individuals should be allowed access to view and amend or append information to their personally identifiable health information records.
5.1 Except in specific and limited circumstances the health information trustee provides individuals access to review and copy their own identifiable health information. 5.2 Should patients review their information and believe it to be incomplete or inaccurate, health information trustees allow individuals to suggest amendments, which will be appended to their records. There need not be a requirement to delete data that are inaccurate or incomplete; rather, corrected information may be added to the record with the date and source of the appended information marked. Table 6 . Consensus Expectations for the Content Area,``Data Quality''
Health information trustees should seek to ensure that the identifiable health information in their care is as accurate, complete, and up-to-date as is required for the purposes for which it is collected and used.
6.1 Health information trustees perform periodic audits to ensure the accuracy of identifiable health data. 6.2 Health information trustees regularly review and evaluate their security and confidentiality measures to ensure that they do not unduly interfere in the timely and accurate transmission and receipt of information necessary for patient care. Table 7 . Consensus Expectations for the Content Area,``Information Use Limitations'' Health information trustees should limit the disclosure and use of personally identifiable health information to those purposes that are made explicit at the time consent is obtained or are otherwise authorized through a formal, authoritative, and publicly accountable process.
Identifiable information that is collected for a defined
purpose is not used for another purpose without explicit consent, unless legally required or else authorized through a process allowing waivers of consent for the use of health information (such as a Data Disclosure Board). 7.2 Access privileges among individual employees and contractors of a health information trustee are directly tied to the necessity of access to the information for the individual's job functions. 7.3 There is no commercialization (sale or exchange for commercial purposes) of identifiable health information without the informed consent of the individuals whose information is involved. 7.4 Health information trustees have in place written policies that describe the circumstances and documentation necessary to authorize the release of identifiable health information to law enforcement officials. 7.5 When a patient's identifiable health information is subpoenaed, the trustee notifies the patient with as much advance notice as can reasonably be given.
Content Area 8. Accountability. Health information trustees should be accountable for adhering to standards for the collection, storage and use of personally identifiable health information, including the responsible transfer of information to other accountable information trustees.
Protection of health care informational privacy involves ensuring the accountability of a wide array of parties on a variety of topics related to the collection, storage, and use of personally identifiable health information. It can involve legal, economic, and professional enforcement mechanisms. 83 Despite this variability, as health care information passes from one person or organization to another, lapses of accountability could have dramatic consequences for all. Failure in any part of this``chain of accountability'' could lead to individuals choosing not to confide information to other links in the chain, making the responsible efforts of these latter parties moot. Therefore, it is important to seek high levels of accountability among all health information trustees. Unauthorized access to, disclosure of, or use of personally identifiable health information should lead to a commensurate and consistent response regardless of the status or type of the offending party. While health information trustees are accountable primarily for their own attention to the protection of individuals' privacy interests, the system of privacy protections will not be effective if information transferred outside a responsible trustee does not receive continuing protection. Therefore, assuring this continuing protection is partially the responsibility of the trustee transferring the information. This obligation will be met if each entity receiving identifiable data from another health information trustee will promise to meet these expectations (Table 8) .
DISCUSSION
Better use of health care information can improve quality, avoid errors, and increase efficiency in health care. At the same time, individuals and society have strong interests in protecting the confidentiality of information disclosed to medical practitioners and insurers. Indeed, ensuring confidentiality may be a prerequisite for accurate information exchange. To address this issue, we created a consensus process to establish specific expectations that can be applied to all participants in the health care system.
While the consensus process and expectations outlined in this report are unique, they should be seen in context. Other groups are making similar recommendations, suggesting an emerging social consensus around many of these expectations, e.g., all uses of identifiable health information, including uses in health services research, quality improvement projects, and disease management programs, should be reviewed by an accountable review committee, and all users of identifiable health information should be trained in confidentiality and security practices. 67, 69, 81 This larger consensus is important because the utility of the expectations listed relies on widespread acceptance and, eventually, the use of the performance measures built around them to ensure that the expectations are being met. 2 Still, we recognize that in some areas our expectations are only rarely being met today and barriers to meeting these expectations may exist. For some of the expectations listed, creating valid and reliable measurement of whether an organization is living up to the expectation will be challenging. But as a first step, the rigorous, multilayered consensus process used to establish the expectations listed in the tables provides them with face validity as important areas for performance measurement. 55 The expectations are also specific enough to support performance measure development, so that practitioner and patient survey items, site review criteria, and policy review criteria could be used to assess whether these expectations are being met. In keeping with the unique mission of the Ethical Force Program, performance measures are now being created based on these expectations, which will be Health information trustees should be accountable for adhering to standards for the collection, storage, and use of personally identifiable health information, including the responsible transfer of information to other accountable information trustees.
8.1 Health information trustees furnish clear policies and materials to all of their agents who have access to identifiable health information to support their training in the proper handling of sensitive health information. 8.2 Health information trustees ensure that individuals handling identifiable health information are properly trained, on a regular basis, in their security and confidentiality standards, including requirements that are specific to each individual's job. 8.3 Reprimands, feedback, education, probation, and other appropriate methods are used to enforce adherence to privacy and confidentiality protection standards. 8. 4 Written policies specify what level of penalty will result from specific breaches of privacy and confidentiality protections. 8.5 Individuals with access to identifiable health information display knowledge of protections afforded this information and the penalties associated with breaching the security or confidentiality of this information. 8.6 Health information trustees have in place a formal internal mechanism for individuals to bring forth, without fear of reprisal, complaints of inappropriate collection, storage, or use of personally identifiable health information. 8.7 When an internal review mechanism does not provide a satisfactory resolution, there is an opportunity for external review of unresolved privacy complaints. 8.8 Health information trustees, unless otherwise prevented by law, require a written statement of adherence to privacy, security, and confidentiality standards from all employees, agents, subcontractors, and outside organizations who wish to gain access to protected health information.
assessed for test-retest and interrater reliability, context, and, where possible, criterion validity before they are released for use. 2, 55 In the meantime, the expectations outlined in this consensus report can provide guidance to all participants in health care deliveryÐfrom physicians to health plans and medical groups, and from hospitals to employers and other purchasersÐbecause they represent a documented convergence of values among these diverse participants in health care delivery. 
